
   Unpacking the real security 
issue sitting right under your 

fingertips and 7 ways you can 
safeguard your business right now!

As an organisation, you’re keen to protect your business 
and ensure the security of your data.

In the past, having physical protection for your premises and solid 
online security for your servers would normally do the trick. But, that’s 
no longer enough. There’s another; often overlooked part of your
business that you need to secure. Your emails. Here’s why:

  91% of all cyberattacks begin with a phishing email

   81% of security breaches are due to a weak or 
           stolen password

  75% of organisations globally experienced some 
           kind of phishing attack in 2020.

A serious cyberattack is the stuff of nightmares for businesses, with 
SMBs alone the target of 43% of all cyberattacks. While you might 
think it will never happen to you, without updated email security, your 
organisation could be part of the statistics.

Right now, only 14% of businesses have sufficient email security in 
place to withstand a phishing attack. Is your business prepared?

Boost your email security with this 
7-step checklist

Boosting your email security will 
reduce your risk of being hit by a  
cyberattack and protect your 
business from reputational 
and financial harm. It may 
even increase productivity 
by limiting junk email 
landing into your staff 
inboxes! So, how can 
you take advantage of 
all thesebenefits? 

Here are 7 steps to
help you get started.



Your first line of defence, an email gateway 
stops email threats from being delivered to 
inboxes. Think of it as an invisible forcefield, 
protecting your business from phishing, malware 
and ransomware attacks. A strong email security 
system, such as Fortigate, not only stops email 
threats from entering your system, it also
provides greater visibility, letting you see what’s 
being let in and what’s being kept out.

1 Stop attacks at the front door with an email 
gateway

Got it covered Room to improve Need to take action

One of the most reported scams in Australia last 
year (up by 75% from 2019), phishing emails 
try to trick people into clicking on malicious 
links, giving up account details or making false 
payments. Many phishing emails look legit, 
which is why so many people fall victim to this 
type of cyberattack. You can flag them by using 
attachment sandboxing and bringing URL threat 
defence technologies to scan emails for
malicious links and attachments.

2 Learn to catch a phish by flagging phishing 
emails

Got it covered Room to improve Need to take action

61% of people use the same password on multi-
ple accounts. Why is this important? Well, phish-
ing emails often ask people to reset passwords 
or log in to a fraudulent website to scrape cre-
dential information. If the same password is used 
for more than one account, then attackers can 
easily access other information too, putting your 
business at risk. Get your staff to take password 
management seriously and set unique passwords 
to limit the risk.

3 Understand that password management is 
no joke

Got it covered Room to improve Need to take action



Multi-factor authentication (MFA) uses two or 
more methods of authentication to verify an
employee’s identity. Think about how you access 
your bank account. You may be asked for a 
password and also sent a text for extra verifica-
tion. That’s MFA. Capable of preventing nearly 
100% of automated and bulk phishing attacks, 
MFA is an extra layer of security that helps
protect your business and ensures only
authorised staff have access to sensitive data.

4 Get to grips with multi-factor authentication

Got it covered Room to improve Need to take action

While it might sound like something from a 
James Bond movie, email encryption ensures that 
information can only be accessed by the intend-
ed recipient. Encryption gives your staff more 
control, allowing them to revoke access to emails 
sent to wrong addresses, see when emails have 
been opened and stop emails from being sent. 
There are several email encryption services 
available such as FortiMail to give your business 
extra protection and peace of mind.

5 Protect your data by encrypting your emails

Got it covered Room to improve Need to take action

Get this - antivirus programs detect 350,000 
viruses each day (yes, that much!). Scanning 
files and websites for malicious content, endpoint 
antivirus programs help clean up phishing, 
malware and ransomware found on devices to 
stop threats from moving into your business 
systems. When antivirus protection is installed at 
every endpoint, you can also monitor all devices 
on your network for suspicious activity, even 
staff accessing devices while working remotely 
from home.

6 Add antivirus protection to every device 
and don’t forget about BYOD!

Got it covered Room to improve Need to take action



If all your other lines of defence are in place, 
your staff are unlikely to come across a problem 
email. However, humans are humans and human 
error caused 32% of notifiable data breaches in 
2020. That means someone clicked on a mali-
cious link or put their details into a fraudulent 
site. To limit this risk (and as your very last line of 
defence), invest in security awareness training to 
help staff recognise email security threats and 
deal with them safely.

7 Train your people! well trained staff are 
your very last line of defence

Got it covered Room to improve Need to take action

So, how did you score on the 7-step checklist? 

Have you got everything covered? If so, you deserve a pat on the 
back! However, if things just got a little more real for you – you’re 
not alone that is why we are here to help you.

The Onel Consulting team will take the burden of email security off 
your shoulders. Using a consultative approach, we will work with 
you from concept to implementation to simplify email security for 
your business while ensuring you have full protection and ongoing 
support as your business needs evolve.

Let us help get you kickstarted in the right direction!

Get in touch with 
an Onel expert

Email: info@onel.com.au
Website: www.onel.com.au

Phone: 03 9653 6400
Address: Level 27, 101 
Collins Street, Melbourne

VIC 3000, Australia

https://www.onel.com.au/
https://www.onel.com.au/

